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APP PROCESS PASSES SSL.WRITE (INPUT 
PARAMETER) TO SSL WRAPPER PROCESS 
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SSL WRAPPER PROCESS RECEIVES SSL.WRITE 
(INPUT PARAMETER) 

I 
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SSL WRAPPER PROCESS DETERMINES WHETHER REQUEST IS 
FOR A SHARED OR UNSHARED SSL SESSION 
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SHARED 



SSL WRAPPER PROCESS 
PASSES AN SSL.WRITE TO SSL 
DAEMON PROCESS 




UNSHARED 



SSL WRAPPER PROCESS PASSES 
SSL.WRITE TO AN SSL SESSION 
TIED TO THE APPLICATION PROCESS 



SSL DAEMON PROCESS 
PASSES SSL.WRITE TO 
A SHARED SSL SESSION 



SSL SESSION ENCRYPTS DATA 



SSL SESSION PASSES ENCRYPTED 
DATA TO TCP/IP STACK 



TCP/IP STACK PACKAGES AND SENDS 
DATA OVER A DATA NETWORK 
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SSL SESSION ENCRYPTS DATA 



SSL SESSION PASSES ENCRYPTED 
DATA TO TCP/IP STACK 



TCP/IP STACK PACKAGES AND SENDS 
DATA OVER A DATA NETWORK 



SSL WRAPPER RECEIVES A RETURN 
CODE FROM THE SSL SESSION/ 

PASSES THE RETURN CODE 
TO THE APPLICATION PROCESS 
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SSL DAEMON PROCESS RECEIVES 
A RETURN CODE FROM THE SSL 
SESSION/ PASSES THE RETURN 
CODE TO THE SSL WRAPPER 



SSL WRAPPER PROCESS 
PASSES RETURN CODE TO THE 
APPLICATION PROCESS 



SSL.READ API CALL PASSED 
FROM APPLICATION PROCESS TO 
WRAPPER TO DAEMON TO SSL 
SESSION, REFORMATTED AS 
SOCKET READ, AND PASSED 
TO TCP/IP STACK 



TCP/IP STACK RECEIVES ENCRYPTED 
DATA OVER THE DATA NETWORK 



TCP/IP STACK PASSES 
THE ENCRYPTED DATA TO 
THE SHARED SSL SESSION 



THE SSL SESSION DECRYPTS 
THE DATA 



THE SSL SESSION PASSES THE 
DECRYPTED DATA TO THE 
SSL DAEMON PROCESS 



THE SSL DAEMON PROCESS 
PASSES THE DECRYPTED DATA 
TO THE SSL WRAPPER PROCESS 



THE SSL WRAPPER PROCESS 
PASSES THE DECRYPTED DATA 
TO THE APPLICATION PROCESS 
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SSL.READ API CALL PASSED 
FROM APPLICATION PROCESS TO 

WRAPPER TO SSL SESSION, 
REFORMATTED AS SOCKET READ, 
AND PASSED TO TCP/IP STACK 



TCP/IP STACK RECEIVES ENCRYPTED 
DATA OVER THE DATA NETWORK 



TCP/IP STACK PASSES THE ENCRYPTED 
DATA TO THE UNSHARED SSL SESSION 



THE SSL SESSION DECRYPTS THE DATA 



THE SSL SESSION PASSES THE 
DECRYPTED DATA TO THE 
SSL WRAPPER PROCESS 



THE SSL WRAPPER PROCESS 
PASSES THE DECRYPTED DATA 
TO THE APPLICATION PROCESS 



-180 

FIG. 4B 



